English Original

Within the framework of the Trilateral Initiative, technical challenges have arisen due to the potential of
International Atomic Energy (IAEA) monitoring fissile material with classified characteristics, as well as
the IAEA using facility- or host county-supplied monitoring equipment. In monitoring material with
classified characteristics, it is recognized that the host country needs to assure that classified information is
not made available tot the IAEA inspectors. Thus, any monitoring equipment used to monitor material with
classified characteristics has to contain information security capabilities, such as information barriers.
Conversely, in using host country-supplied monitoring equipment to monitor materials, the IAEA has to
have confidence that the information provided by the equipment is genuine and can be used to fulfill its
obligation to drive conclusions based on independent verification measures. Thus the IAEA needs to go
through the process of authentication the monitoring equipment. In the same way, the host country needs to
go through the process to assure itself that the monitoring equipment integrated with an information barrier
will not divulge any classified information about an inspected sensitive item. To a large extent both
processes require identical measures, but partially also may conflict with one another. The fact that
monitoring equipment needs to exhibit information security capabilities throughout its life cycle while, at
the same time, be capable of being authenticated necessitates the need for creative technical approaches to
be pursued.

Russian Translation

KonTposns 3a siaepHbIMH MaTepuaiaMu, CBEJICHNS O XapaKTEPUCTHKaX KOTOPBIX SIBIISIOTCS
CEKPETHBIMH, CO CTOPOHBI MeX/TyHapOHOTO areHTCTBa 1o aromMHou sueprun (MAI'ATD) B pamkax
TpexcTopoHHEH MHUIIMATUBEI, a TAKXKe UCIIOIb30BaHUE JIJIS 3TOM LIeTH KOHTPOJIbHO-U3MEPUTENBHOMN
anrmaparypbl, IPEeJOCTABICHHON PUHIMAIOIICH OpraHU3alMel UM CTPAHOM, TOTPeOOBAIN PElICHUs
psifa TEXHUUYECKHUX 3aaa4. [Ipu3HaHo, 4TO MpUHUMALOLIAs CTPaHa HY>KAaeTCsl B FapaHTUSAX TOTO, YTO
MpUHAJIeKAIINE el CEeKPETHBIE CBEICHUS HE CTaHyT NOCTOssHuEM HMHceKTopoB MAT'ATO B mpouecce
OCYIIECTBJICHUS] KOHTPOJISI B OTHOLIICHUH MaTEpUAIOB, XapaKTEPUCTUKN KOTOPBIX SIBJISIOTCS TAHHOH.
Takum o0Opazom, 1r000e 000pyIOBaHUE, UCTIONB3YEMOE JII MOHUTOPUHTa MarepralioB, CBEICHHUS O
XapaKTePUCTUKAX KOTOPBIX SIBISIFOTCS CEKPETHBIMHU, JOJDKHO MMETh (DYHKITHIO 3aIlUThl HH(OpMaluHy,
Harpumep B hopme uHpopMamoHHOTO KpaHa. C npyroit croponsr, MATATD HeoOxoauMa
YBEPEHHOCTH B TOM, YTO JIaHHBIE, [TOJy4aeMble C IIOMOIIBIO MTPEAOCTABICHHOTO TPHHUMAIOIIEH
CTpaHOW 000PYIOBaHMsI, JOCTOBEPHBI M MOTYT HCIIOIB30BATHCS JJISI HCITOTHEHHUS 00s13aTeIbCTB 3TON
OpraHu3aIiy MO0 COCTABJICHUIO 3aKIIOUCHUH C MPIMEHEHHEM HE3aBHCHMBIX MEp KOHTPOS. Takum
obpazom, MATATD HyxiaeTcs B mpoliecce ay TeHTU(QHUKALMU KOHTPOJIbHO-U3MEPUTEILHOTO
00opynoBaHus. AHAJIOTUYHO, IPUHUMAIOIAs CTpaHa HyKJaeTcs B HEKOTOPOM MPOLEcce IS
MIPOBEPKH TOTO, YTO KOHTPOJIBHO-U3MEPHUTENBHOE 000PYIOBAHNE CO BCTPOSHHBIM B HETO
MH()OPMALIMOHHBIM YKPAaHOM HE MOXKET CIIYKHTh KaHAJIOM MOTy4YeHHS KaKOW-IM00 4yBCTBUTEIbHON

uH(pOpMAaIK O KOHTpOoIUpyeMoM o0bekTe. TpeboBaHU 000MX 3TUX MPOLECCOB B 3HAYUTEILHON Mepe



HUJICHTUYHBI, O/JHAKO B HCKOTOPLIX ACIICKTAX OHU MOTYT U BCTYIIAThb B KOH(i)J'H/IKT. HCOGXOZ[I/IMOCTI)
00eCTeunTh OOAHOBPEMCHHO U 3allIUTY CCKPCTHLIX CBCI[CHI/Iﬁ 1 BO3MOXHOCTb ayTeHTI/ICI)I/IKaHI/II/I Ha
IIPOTSHHKEHUU BCETO JKNU3HECHHOTO IMUKJIA O60py[[0BaHPI$I TpeGyCT IIPUMEHCHU S TBOPYECKUX

TEXHUYCCKHUX ITOOAXOO0B.



